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Northrop Grumman Today

* Leading global security
company

e $23.5 billion sales in 2015

« $35.9 hillion total backlog

(as of Dec. 31, 2015)

* Leading capabilities in:
— Cyber
— Logistics
— Autonomous Systems
— C4ISR
— Strike

Focus on Performance

Approved For Public Release, #15-0608; Unlimited Distribution Rev042116




Three Operating Sectors at a Glance

Aerospace Systems

Mission Systems
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2012: Next Generation Weapon Systems

» Better and different sensors and effectors

— Kinetic and Non-Kinetic
* RF, LIDAR, EO, IR, Hyperspectral, acoustic...
— Serious demands on the communication bandwidth
— More intelligence at both the sensor and effector ends
— Moving metadata vice raw data

» More, higher speed processing

— More data =» need for automated data exploitation
» “Swimming in sensors and drowning in data” USAF Lt. Gen (Ret.) David A. Deptula
— Distributed processing elements

» Higher bandwidth communication systems
« More autonomous weapon systems

— Self diagnostics and reporting

* Network Centric/SoS/MOSA Implementations
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2012: Implications for Next Gen ATE? NORTHROP ClummAN.

* Evolution from 3 to 2 Level Maintenance?

« Commercial instrumentation has its place.

— Will always be a gap between commercial instrumentation and DoD requirements
» Commercial instrument suppliers will first follow commercial requirements
* Gap between commercial solutions and DoD requirements will likely widen

— ATE developers task:
» Develop architecture that allows for augmentation and integration with COTS

» Specific augmentation solutions are in place via the factory
— Need general purpose implementations to minimize DoD ATE footprint

« High Performance Interfaces will Need to be Addressed
— High Performance Digital Interfaces

« Sensor Complexity Drives Increasingly Complex TPS’
— Compatibility/Commonality with Factory TPS’ is essential
— More intelligent BIT, BITE and diagnostics
» Tamper Proof, Cyber Hardened

» Network Centric Implementations

« Semantic level of interoperability?
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GCSS-Army — Mission

Replace the US Army’s tactical logistics systems with a modern ERP-based,
integrated near real-time capability that can be accessed by Army units worldwide
and supports the Army’s Federated Approach to enterprise integration of data.
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The Next Big Challenge:
Improving Customer Mission Performance

NORTHROFP GRUMMAN

Parts Shipment Commander
Status — \ Notified of
On-Time or \{;f\ Potential Impact
Deployed NS Days in Advance

\
NGC Developed \ *. 4
Analytics Actively '\ ‘. J
Tracks this Process ' s
and Assesses Risk
— then notifies the

AT Original o Depleted s Restock

5 (0 VRS DS R ) (0 MY 5 (6
WG2CCO 15T SQUADRON, 11TH ARUORED CAVALRY REGUENT

ot " eted vceeon oo s e

5 (0 A YD
1s¥seuADRou 11TH ARMORED CAVALRY REGUENT WG20CD 15T SOUADRON, |||’HARMOREDCMIALRVREM\’
i ok <

o pm e g B e “msesonovs e o s

i
5
i
'
5
i
d
i
3
5

333¥333333

H
TERTERE

e on asn

010635666 HUB,WHEEL,VEHICULAR
010635670  WEDGE, TRACK SHOE
TR =

010635666  HUB,WHEEL,VEHICULAR
4010635670 WEDGE TRACK SHOE

C T T v =

010635666  HUB,WHEEL,VEHICULAR
10635670 WEDGE TRACK SHOE

R

PO “eme
oA 1000

8 1. Higher Quantity of Maintenance Work 2. Quantity of Tank Parts begins to run low 3. Restock Order Placed by G-Army
Requests — Indicates Increased Ops



The Cyber Perspective

1. Reconnaissance — What opportunities exist?
— Scanning and enumeration of attack surfaces

2. Penetration / Exploitation — What can we do?

(interfaces)
Vulnerability identification

Acquire and maintain access
Escalate privileges

Enable command and control
Enable denial of service

Enable cyber “effects”

Enable propagation to other systems

Cover Tracks — How do we get away with

this?

Hide artifacts and remove logs

— Avoid anti-virus and intrusion detection

NORTHROFP GRUMMAN

« Example: Stuxnet

Targeted and destroyed centrifuges at
the nuclear facility in Natanz, Iran

Used seven distinct mechanisms to
spread (6 zero-days)

» USB Drives
* Internet

Infects specific software:
* Microsoft Windows
» Siemens Step7

Infects specific hardware configuration
of

« S7-315 Programmable Logic
Controller

* CP-345-5 Net modules,

» Farao Paya or VaconNX frequency
converters
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Threat Impacts

« UUT Iinfections can manifest themselves in dozens of ways:
— Corrupted targeting/geolocation data
— Remote “kill switch” activated by adversary signal

— Clandestine beaconing allowing an adversary to more easily detect blue
forces

— Corrupted/interrupted/intercepted blue force comms

— Catastrophic equipment malfunction

— Clandestine transmission of mission data to adversaries
— Retrieval of collected data by adversaries

* In general, disrupt, deny, degrade, destroy, or deceive an
adversary



2016: ATE Trends

Network Centric Systems are here

Cyber threats are real

ATE offers a perfect attack vector

Cyber resilience is really important
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THE VALUE OF PERFORMANCE.
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